eduroamwhich stands for Education

Roaming allowsstudents, researchers and P

staff from participating institutions to acces: d

the wireless network at other participating eauroam
organizations using their home institution's

credentials (username and password).

Who can use eduroam

Any user with a valid IHF account can ugte wireless networlkeduroamwhen visiting any
participating organization, no further registration is required. Vice versa visitors from
participating organizations can usduroamwhen visiting IHS Vienna (Stumpergasse and
Schottenfeldgasse).

Participating Organizations

Many Austrian universities and research institutions are participatirgluroam
For a complete list se@ww.eduroam.a .
A map showing international coverageasfuroamis available atvww.eduroam.org

How does eduroam work

You can use the wireless netwalluroamfree of chage at any participating instition.

When logging in, your credentials (username and password) will be transferred encrypted to
your home institution (IHS ViennByr approval sensitive data will never be stored outside
your home institutioneduroamcan be used witllmostany WLANapable deviceAll

modern PC operating systerasd many mobile devicesan be configured to useduroam

Please see the following pages fioistructionsusingeduroamwith WindowsVista/7/XR
Linux,AppleOS X, iPhone, iPod Touch.

eduroamtechnicalspecifications

SSID: eduroam
Authentication: 802.1x (with username@realm and password)
Encryption: 8021x, WPA2/AES, PEAP (MSCHAPV2)

Hardware and software (operatg system) must support 802.1x


http://www.eduroam.at/
http://www.eduroam.org/

Using eduroam with IHS notebooks

IHSnotebooks(Windows Vistayet upby IHSIT come preconfigured faduroam Using
such notebook away from IHSLANhotseautomatically searches for reception of the
WLANeduroam Once detected a popup window asks for your credentials.

ALk Additional information is required to connect to eduroam. *

“=2. Clickto provide additional information and connect

Click the message box and

e w0 €Nter your credentials
20U .'./ ,!Tﬁ |i| [;:r W) 14:58

Enter Credé ials

your username and @ihs.ac.at
eg.donald@ihs.ac.at

User name:
Password: your passwo rd
Logon domain: leave empty
[ ] Save this user name and password for future use
[ Cancel ] ClickOK

Select a location for the ‘eduroam’ network

Windows will automatically apply the correct network settings for the location, The message bCﬁet Network
Locationwill appear

Home

- Choose this for a home or similar location. Your computer is discoverable and

v you can see other computers and devices.

gi . Work
‘: 0 Choose this for a workplace or similar location. Your computer is discoverable

and you can see other computers and devices.

Public location i i
Choose this for airports, coffee shops, and other public places or if you are Se | eCPu bl'C LOC&tIOﬂ

directly connected to the Internet. Discovery of other computers and devices is
limited.

Customize the name, location type, and icon for the network
Help me choose

You are now logged in ®duroamany may use the WLAN access the Internet
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Using eduroam with private equipment
eduroamworks with many different devices and operating systems.
A few examples will follow.

Windows Vista
Click the Windows tton (lower left corner), Rjht-Qick Network Properties
clickConnect to a network

@ @% » Control Panel » Networ

File Edit View Tools Help

k and Sharing Center

|
|
| Network and Sharing Center
View computers and devices

Connect to a network

Manage wireless networks 1&/

Set up a connection or network
LAP4S

Manage network connections (This computer)

Diagnose and repair

Kt ihotse 4 (Public network)

onnecttoanetwork
Select a network to connect to
Show [All ~|
-~
s' VPN Connection This connection requires an active Internet connection X
Wireless Network Connection A [F
3 & i
._5; eduroam Security-enabled network o
: ﬁ lhotse Unsecured network 5!!!!

Set up a connection or network
Open Network and Sharing Center

[ Connect ] [ Cancel

Selectthe wireless networleduroamand clickConnect
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Additional log on information is required to connect to this network.

You may need to select a certificate or enter a user name and password to connect to this
network

* Enter/select additional log on information

< Connect to a different network

Select Enter/select additional log on information

— YOG

Enter Credentials

your username and @ihs.ac.at
User name: < eg.donald@ihs.ac.at

Password: your password

Logon domain:

leave empty

[ ] 5ave this user name and password far future use

[ Cancel

Sometimes you have to enter your username and password up to three times until the logon
process succeeds.



Validate Server Certificate
The Root Certification Authority for the server's certificate is: AddTrust  » .
External CA Root A message boXalidate Server
If this is the correct certificate, dick OK to connect and you will not see Certificateappears
this message again. Click CANCEL to drop connection.
| View Server Certificate |
ClickOK
| ok || cancel |

Successfully connected to eduroam

Save this network

Start this connection automatically

After successful login you may
save the settings for future use

Select a location for the ‘eduroam’ network

Windows will automatically apply the correct network settings for the location,
Home

@ Choose this for a home or similar location. Your computer is discoverable and
v you can see other computers and devices.

WL, Work
‘,; 0 Choose this for a workplace or similar location. Your computer is discoverable
and you can see other computers and devices.

Public location

Choose this for airports, coffee shops, and other public places or if you are

directly connected to the Internet. Discovery of other computers and devices is
limited.

Customize the name, location type, and icon for the network
Help me choose

The message bdZet
Network Locatiowill appear

SelectPublic Location

Cancel

You are now logged in ®duroamany may use the WLAfN access the Internet
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Windows 7

Click the WLAN icon (lower right corner next to speaker icon) and select the wireless

network eduroam clickConnect

i =

Currently connected to: s -

Unidentified network
Mo network access

Wireless Metwork Connection -

edurcam ﬂlﬂ
Connect automatically

lhotse ?ﬂﬂ

m

Agls_Welt e
NG al
ThomsonE0D289 M
cosm il
Keepfoway ol I] i

Open Metwork and Sharing Center

Enter your username (@ihs.ac.at) and password

Metwork Authentication

Please enter user credentials

A

‘I- ) “Jsername
’ Password <+

| ok || cancel

your username and @ihs.ac.at
eg.donald@ihs.ac.at

your password



I. Windows Security Alert

G The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server.

Details

[ Terminate J [ Connect

ClickConnecto accept the Security Alert

The connection t@duroamis established.
You may check the connection Hicking the WLAN icon again.

Currently connected to:

== eduroam

¥ Internet access
Unidentified network
Mo network access

~

Wireless Metwork Connection A (=
eduroam Connected _I.ﬂﬂ
lhotse ::'m
ONG ]
Agls_Welt A
cosmod ~lll
Keepfoway LAl
Open Metwork and Sharing Center

If amessage boset Network Locatioappeas select Public Location

You are now logged in ®duroamany may use the WLAN access the Internet
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Windows XP

ClickStart¢ Control Panehnd selecNetwork Connections

®= Network Connections

File Edit “iew Favorites Took  advanced  Help

@Back - \__) l?j pSearch [1_'“ Falders v

Address

& Network Connections v

# Mame Type Status
Metwork Tasks Dial-up
B Eorﬁﬁteit?o';ew B UMTS IHS Connection Dial-up Disconnectec
Set up a home or small L vodafone Maobile Cannect Dial-up Disconnecte:
office netwark s HUAWETZG.0ne fulspeed Dial-up Disconnecte:
& Change Windows ¥ 3G Connection Dialup Disconnecte:

Firewall settings

9 View available wireless LAN or High-Speed Internet

nietiarks
[ gisa_tde this netwark L 1394 Connection LaN ar High-Speed Internet  Connected, |
I=lss U vireless Metwork Connection LAM or High-Speed Internet Mot connect

% Repair this conneckion

®[j rename this
conneckion

A Local Area Connection LaM of High-Speed Internet  Metwark cab

—

RightClickWireless Network Connectioard selecProperties
Select the tabWireless Networks
If the checkboXJse Windows to configure my wireless netwsektingsis not activated,

select the checkbox and cli€ restart the computer and start aga®ontrol Panet
Network Connections

_L Wireless Network Connection Properties 9 |§|

General | Wirelezs Mebwarks |Advanced|

ze Wdindoms to configure my wirgless network, gettings

Available networks:

To connect to, disconnect from, or find out more information
about wirgless netwaorks in range, click the button below.

Yiew Wirelass Metworks

Preferred netwiarks:
Automatically connect to awvailable netwarks in the order listed
below:

Mowve up

eduroan [Autamatic

Move down

Add.. ” Bemove ][ Froperties ]

Learn about setting up wireless netwaork

confiquration.

I Ok H Cancel ]




If eduroamis not listed under Preferred networks cligiew Wireless Networkshoose
eduroam clickConnect

LY Wireless Network Connection |§|

Nebwrork Tasll Choose a wireless network

g Refresh network list Click an item in the list below to conneck to a wireless network in range or ko get more
information.

.,—3, Set up a wireless network, (( }) ONG )

for & home or small office ﬁ
*_r‘? Security-enabled wireless network (WPAZ) qu[l[l

Related Tasks ((ﬁ}) lhotse

i) Learn about wireless Unsecured wireless netbwork, Ill!! =
nekworking ({ }) Agls_welt

{_‘f Change the order of ﬂ . [l
preferred networks *_f Security-enabled wireless network (WPAZ) l.l]l]

eduroam

"g&ﬂ Change advanced
setkings

might need ko enter

*
-

((ﬂ}) echo_mirage

After a few seconda message box complainidgz A Y R2 @&/ @5 (2 TFTAYR
will appear.

Click the message box, close all windand start the configuration process aga®ofitrol
Panelc Network Configuratiop

3] wireless Network Connection x

Windows was unable to find a certificate to log you
on to the netwark eduroam

Now eduroamshould be listed under Preferred networks.
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